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Student Data Privacy Policy

Last Updated: March 2026

Company: Living Eden Frameworks LLC ("LEF Ed", "we", "us", or "our")

1. Our Commitment to Privacy
At LEF Ed, we believe that student data should be protected, minimized, and used
solely to improve student outcomes. We are fully committed to compliance with the
Family Educational Rights and Privacy Act (FERPA) and the Children's Online
Privacy Protection Act (COPPA). We do not sell student data, we do not build
marketing profiles of students, and we do not show targeted advertisements on our
platform.

2. Data We Collect (Data Minimization)

Our platform is designed to operate on the absolute minimum amount of data
required to provide our diagnostic and intervention tools.

Data obtained via Clever API Integration:

When a Local Education Agency (LEA) or school district authorizes our
application via Clever, we only request and store the following fields:
Student First Name

Student Last Name (or Last Initial)

Grade Level

Classroom Roster / Section Data

We explicitly DO NOT collect: Social Security Numbers, Dates of Birth,
home addresses, phone numbers, or sensitive demographic data (such as
ethnicity or disability status).

App-Generated Data:

During the use of our platform, we generate and store academic data
including "Mastery Health" percentages, intervention logging, and teacher
notes regarding

student progress.

2.1 Data Provided via Discovery Mode (Pre-Contract):

Schools may participate in a free Discovery evaluation prior to entering a contract
with Living Eden Frameworks LLC. During Discovery, authorized school personnel
upload CSYV files containing historical student assessment data (typically NWEA
MAP score exports and student roster files).

Discovery data is handled as follows:

e In Transit: Files are encrypted using TLS 1.2+ during upload.
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Processing: CSV files are parsed and analyzed in volatile server memory.
The diagnostic engine computes growth trajectories, MTSS tier
classifications, and resource routing — identical to the analysis performed on
the live platform.

No Storage: Raw CSV data is never written to disk, stored in any database,
or retained after the analysis completes. Only anonymized analysis results
(student letter identifiers, RIT scores, tier classifications, and projected
trajectories) are returned to the user's browser session.

Session-Only Retention: Analysis results exist only for the duration of the
user's active browser session. No student data persists after the session
ends.

Anonymization: Student names from uploaded files are replaced with letter
identifiers (e.g., "Student A", "Student B") in all analysis output. Names are
never displayed, stored, or transmitted beyond the initial server-side parsing
step.

No DPA Required: Because no student data is persisted, a Data Processing
Agreement is not required for Discovery participation. Schools that proceed to
a paid subscription will execute a DPA at that time.

3. How We Use Student Data
Student data is used strictly for educational purposes, specifically to:

Power our Al-driven K-8 diagnostic tools.

Generate individualized math packets and intervention strategies.
Provide teachers and administrators with actionable dashboard metrics to
track student mastery.

4. Third-Party Sub-Processors
To provide our service, we use trusted infrastructure partners. We have executed
strict Data Processing Agreements (DPAs) with these partners to ensure they meet
FERPA compliance standards.

Clever: Secure data rostering and SSO integration.

Vercel /| AWS: Secure application hosting.

Turso: Secure database hosting.

Anthropic (Claude Al): Our reasoning engine. Note: Zero Personally
Identifiable Information (Pll) is sent to Anthropic. Only anonymous academic
variables (e.qg., "Topic: Fractions, Mastery: 45%") are processed by the Al.

5. Data Security
Protecting student data is our top engineering priority.

In Transit: All data is encrypted while in transit using industry-standard TLS
1.2 or higher (HTTPS).

At Rest: All student data is stored in databases protected by AES-256 disk-
level encryption.

Access Control: Access to our database is strictly limited to authorized LEF
Ed personnel on a need-to-know basis for maintenance and support.
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6. Data Retention and Right to Delete
Student data is retained only for as long as a school district has an active contract or
pilot program with Living Eden Frameworks LLC.
Parents, legal guardians, and eligible students have the right to review, correct, or
request the deletion of their personal data. To exercise this right, requests should be
made directly to the student's school or LEA. LEF Ed will comply with all verified
deletion requests from the LEA within 30 days, permanently expunging the student's
Clever ID and all associated app-generated data (Mastery Health, logs, and notes)
from our active databases.

7. Contact Us

For questions regarding this policy, data security, or to review our vendor DPAs,
please contact our compliance team at:

Email: TheArchitect@livingedenframeworks.com

Address: Living Eden Frameworks LLC, 1186 Solano Hills Ct., Henderson,
NV, 89002.
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